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Abstract - Port community systems are information and communication models of interoperation between stakeholders included in functioning of a port, comprised of public and private participants. All stakeholders have their own information exchange systems that are often diverse/incompatible, resulting in hardships during integration to a single port community system. Challenge is to create organizational information security model within port community systems that will answer to existing and future demands of involved stakeholders. Organizational aspects of information security outside of pure technical context are often forgotten. This paper outlines information security principles that should be accounted for during creation of port community systems.
I. INTRODUCTION TO PORT COMMUNITY SYSTEMS
Port community systems (PCSs) are holistic, geographically bound information hubs in global supply chains that primarily serve the interest of a heterogeneous collective of port related companies [1]. The challenges in introduction of a port community system are presented in many forms and originate primarily from the following:
1. Port community operation stakeholders are diverse and are comprised of many parties who differ in size, scale, type of operations and  experience in participation in complex Business to Business (B2B) systems

2. Involved parties are heterogeneous in nature [2], making implementation more difficult: it is not to be expected that already implemented organizational and functional solutions present in various organizations will immediately show high levels of compatibility and interoperability. Architecture of PCS must be able to accommodate multi-vendor/platform support and to utilize off-the-shelf tools

3. Nowadays port community systems are facing additional challenges due to the inevitable fact that new stakeholders are emerging in the scene. New stakeholders include environmentalists, unions, policy makers and local authorities. Therefore, port community systems should also facilitate the information flow between private and public sectors

4. The state of the port community systems' Data Warehouse should be as accurate as possible in relation to field situation providing real time visibility and interaction across stakeholders` domains

5. Port community systems should underline existing business processes within stakeholders subsystems and provide significant and measurable enhancement which is reflected in improved flow of goods and services while balancing both cost and time variables

6. Initial implementation of PCSs (divided across industry-standard stages of project deployment, current system analysis, new system design, new system implementation, roll-out, maintenance and growth) might prove to be too time consuming and interfering with already existing processes within stakeholders` systems: fine tuning of existing systems is crucial in order to continue uninterrupted business process execution during new system implementation

7. Information, data and process protection is not any longer a final tier process superimposed over hardware/software/orgware/lifeware layers. Instead, a new paradigm has to be adopted where thorough analysis of already existing information security measures is performed and a new model of overall information security discussed. Such a model has to be put into relation to existing practices of diverse stakeholders and a new information security system has to be developed that is in compliance with legislation requirements, separate participants` requests and integral security model of PCS

Some PCS creation projects that were successfully completed are Port Infolink – creation of Rotterdam Port Information Services, PortiC Barcelona, LogIs – port community system in Venice, QlikView [3] implemented in Port of Valencia, Port of Ghent Harbor View and Cargo Community System of Genoa. Even though they use different solutions, they all share common basic framework and orientation towards information security goals comprised of creation of common policy for data security implemented across the system, setting business continuity and disaster recovery goals, incorporation of physical and access controls for all port activity participants. They also perform consistent periodical evaluations and updates to potential security risks analysis, adopt measures to remedy such risks and evaluate already existing and new software solutions.

II. HARDWARE AND SYSTEM LAYER INFRASTRUCTURE
Hardware and system layers are traditionally the parts of ICT systems that are by inertia most thoroughly protected by various technical or organizational measures [4]. This is due to natural inclination of the personnel that manages such solutions to auto-implement security as an everyday task in the ongoing implementation process.  Potential problems arise after the implementation is completed, when review of applied measures and constant overview should be ensured.

In a typical PCS, hardware layer consists of user workstations and servers connected to a Local Area Network. Local Area Network is however connected to a Wide Area Network, whether the Internet is used as a transport media or not. Therefore a part of a hardware layer is protruding outside of the local system that is complex even when analyzed as an autonomous entity. Furthermore, supporting equipment like printers, scanners and UPS systems are also a part of this layer. Special care has to be taken when selecting and utilizing network appliances, switches, transponders and operating system, as they are very prone to security breaches if they are unsecured or inadequately patched due to their peripheral position.

It is easy to imagine a situation in which a variety of vendors and solution providers are involved in delivery and utilization of aforementioned equipment and in which, over a span of time within various port players, different controls for risk treatment have been adopted. Depending on used standards and security methodology, it is possible that contradictory blueprints have been adopted across the area that should appear homogenous after adoption of PCS. Therefore, there should be a consensus established between the implementation governing body and the involved stakeholders that a certain set of rules, controls or certifications should be applied across the whole system, regardless of local policies, but respecting individual diversity of used hardware equipment and processes in this layer.

It is important that all involved stakeholders can use the occasion of integration into PCS to review the practices they are currently using and to group policies implemented onto the hardware layer. Doing so might lead to new organizational forms that will better follow the principles of efficient delivery to cost, time and quality goals of particular organizations and the port system as a whole.

The software infrastructure sub layer can be divided into three different parts: general software that usually refers to a set of system software, antivirus protection, frontend Internet portal and applications server, database software (document management system) and business application software that includes information router service and certificate server used for user authentication. The outlined complexity of the usual PCS calls for strengthened security measures across the application subsystem. 

Future needs for system expansion within PCSs should adhere to a set of rules that leans on firmly set information policy. Furthermore, the basic concepts of ICT security – authentication, confidentiality, integrity and authorization must be maintained on all levels and across all layers of PCS. Considering material form of the deliverables and need for service outsourcing, strong non confidentiality agreements and third party involvement control measures are strongly recommended.

A new technology that enables easier and more cost effective operation of complex systems like PCS is virtualization. Virtualization provides a complete simulation of underlying hardware, resulting in a system in which all software capable of execution on raw hardware can be run in the virtual machine. In particular, this includes all operating systems but is especially useful for complex database environments where virtualization might enable usage of spare capacities present in other parts of the system. Looking at these systems within Port Community Systems, it can easily be determined that spare server capacities of some stakeholders might be contractually used if needed for virtual computing, during normal running mode or in case of a disaster, for quicker restore of normal functionality. Combined with technologies like mirroring or clustering, virtualization might prove to be the most determinant cost-cutter in commercial phases of evaluation of various technological solutions to be implemented within the PCS.

III. APPLICATION LAYER INFRASTRUCTURE
All applications and systems accessing the database and application layer within PCS must adhere mandatorily to the public key infrastructure (PKI) system. PKI is a set of policies, laws, procedures, standards, tactics and software used to regulate the operation of issued certificates and keys. It includes the issuing and verifying authorities that verify and authenticate validity of parties involved in electronic transaction.

In a standard scenario, certification authorities (that are in fact trusted entities) issue digital certificates, or electronic credentials used to sign, uniquely identify and encrypt data. Across the PCS a certificate policy should be issued that defines how the certificates and public keys will be used. Also, a consistent certificate repository should be maintained - a location where certificates are stored and published, including a list of revoked certificates. Public key infrastructure is organized hierarchically, where all certification authorities trust the ones above them, and such relation propagates to the very top, reaching the root certification authority.

Usually, the certificate scenario supports mission critical actions that are a part of everyday PCS operations. They include but are not limited to: digital signing of messages, encryption, user authentication, secure login, email and messaging services. 

Significant efforts should be undertaken by the implementation governing body in order to achieve consistency and information security in regard to already existing resources during PCS development using non-disclosure agreements towards vendors and solution providers and a solid system of service level agreements tailored to suit specific PCS needs.

IV. DISASTER RECOVERY PROCEDURES

The scope of implemented disaster recovery procedures is to define the methodology for data and general ICT safety and data recovery in case of major unforeseen disasters that could strike PCS (as a whole or a part of it) and operational procedures to successful complete aforementioned tasks from the organizational and  ICT point of view. 

Measures taken to prevent disaster and to ensure minimum downtime can be divided into precautionary measures (which include optimal security of the premises), measures taken to ensure data security and measures taken to create backup copies of critical data in order to restore them in case of disaster.

Efficient setup of data recovery procedures also calls for redundancy of equipment, capacities and Business Disciplines Contracts for services and material deliverables (equipment).

Access to data processing facilities has to be secured with a special electronic card or at least a regular door key with up to date entry lists. Electronic cards have to be issued on demand (and according to actual needs) to the authorized personnel only. All access to the premises secured by electronic cards has to be logged onto a dedicated PC or recorded using internal video surveillance system. Antiintrusion and anticlimbing devices should be implemented if risk assessment shows such a need.

The server room has to be equipped with the uninterruptible power supply (UPS) system of adequate capacity (used in case of electrical black-out) that will enable users to safely save their work and shut down their workstations until the electric power is restored. Shutdown of the whole system should preferably be automatic, with adequate message and alarm dispatching system. The UPS system also serves critical parts of the IT infrastructure which include but are not limited to LAN rack, Internet connection, dedicated line and telephone exchange system. All servers have to be additionally protected with smaller, rack mounted UPS units. All critical computers, telecommunication and network equipment within the PCS have to be connected to the UPS system.

The environment in the server room has to be controlled by means of a redundant air conditioning device mounted in a wall split-system or by using ceiling units with temperature measuring sensors installed in the server room, which are able to provide visual and audio alarms which are triggered at a certain temperature level.

Critical portions of PCS should be clustered/redundant; the same principle applies to crucial network and interconnectivity lines. Mirrored solutions are preferable when high availability is requested.

Data recovery should be organized in centralized manner, preferably over a dedicated network, in order not to diminish the capacity of the regular data transport network. Preferable media for data backup is auto-changer contained tape. A regular routine that will store all changes to the database system should be established in form of differential or incremental backups combined with periodical consolidations. This kind of routine calls for regular media rotation and other good backup and restore practices including safekeeping the tapes in a fireproof safe. A practice of user workstation backup also has to be adopted, or a centralized backup with strict procedures for data keeping on the user workstations should be utilized.

V. ENSURING PORT COMMUNITY BUSINESS CONTINUITY

One of the most overlooked parts of a PCS creation is setting in place of a realistic and simple business continuity planning (BCP). Looking at drafts of PCS already implemented by various contractors, it can easily be noticed that emphasis is put on technical aspects, while security and business continuity are usually mentioned scarcely and marginally. Business continuity plan should be at the disposal of appointed crisis management along with a recovery plan, and should represent a part of the risk assessment of PCS as a whole.

Usual phases of business continuity planning are the following, as depicted on Fig.1 on the following page:

1. BC scenario analysis

2. BC design

3. BC implementation

4. BC testing and acceptance

5. BC maintenance

However, this list cannot be considered as final, considering there are many contributing factors. For example, risk recognition matrix within the PCS is very complex; therefore roles and responsibilities should be clearly nominated. Most important risks and mitigation/transference strategies should be clearly outlined. A detailed plan of resource allocation and skills matrix should be put into place. PCS scenario consists of various organizations with different internal standards for BC, or lack of them, so the real challenge is integrating them into a single functional blueprint.

Usual BCP practice calls for distinguishing between critical and non-critical subsystems and creation of backup and spare capacities in order to accommodate various business functions in case of need. Considering diversity and complexity of PCS, creation of BCP is clearly a multidisciplinary activity in which all PCS stakeholders should be involved. The deliverable of the BCP process is a written and well documented manual to be used in case of port business process interruption. Within such a manual a detailed list of critical services has to be established, along with RTO (Recovery Time Objective) and measured RTA (Recovery Time Actual). The gap between RTO and RTA has to be the lowest possible, and it can be established by real-life exercises or simulations. It is of utmost importance for all stakeholders within port systems to plan ahead, using bottom up and not top down strategy when deciding about critical activities, and investments, and deciding whether to aim for hot, warm, cold or mirrored solutions.
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Figure 1: Lifecycle of PCS BCP

Threat and impact analysis should also be accounted for, as recognized phases of BCP creation and their scope should encompass realistic scenarios of possible threats to various hardware, software and orgware components. A comparative advantage contained within PCS is a fact that the system could be designed as a multi-location entity, comprised of many stakeholders within their own business premises. Timely definition of available resources may enable creation of spare capacities while minimizing implementation cost, if already existing capacities are being used by means of “in-sourcing”. For example, one PCS participant can use premises of another to store spare server capacities and vice versa, thus satisfying the inherent demands of BCP.

The basic premise behind creation of PCS is the ability to accommodate a foreseeable number of new stakeholders that might emerge in the future. This business requirement should also be reflected in the creation of business impact plan. Some of the questions that creators of functional PCS should be asking are the following: what is the impact of interruption of PCS on stakeholders? What is the reaction of the clients on interruptions? Can port community be penalized? What is the influence on the image of the PCS? What data can be lost or compromised? What are the direct financial consequences in form of contractual penalties? What is going to be the reaction of the local institutions – police, legal system, customs and tax authorities? Also, a detailed matrix of the most critical systems should be outlined along with maximum time to recovery and investments. Comparison between those factors is shown in Table 1.
TABLE I: CONSIDERATIONS DURING CREATION OF BUSINESS CONTINUITY SCENARIO [5]
	Type of backup location
	Cost impact
	Hardware
	Network links
	Time to recovery

	Cold
	low
	not needed
	not needed
	long

	Hot
	medium
	partial
	partial
	medium

	Warm
	medium
	partial
	full
	short

	Mirrored
	high
	full
	full
	immediate


Based on the careful evaluation of true needs, achieved level of development of ICT systems of included stakeholders and investment into equipment, resources and acceptable time to recovery, it is possible to adequately optimize the installation costs, overall spare capacity capital expenses and architecture, investment into operative expenses needed and adjust them to foreseen recovery time of various business processes. These considerations are a part of the ongoing process of PCS BCP creation whose most overlooked phase is maintenance – in a live environment, changes and new inclusions are a part of usual routine, so once implemented PCS BCP has to be periodically and constantly tested for its functionality, therefore a natural output of the maintenance phase is again analysis, during which new needs are outlined and implementation tests proposed as input of the analysis phase.
VI. MINIMUM REQUIREMENTS FOR ORGANIZATIONAL SECURITY
Minimum requirements for organizational security within the PCS would therefore require a unique mix of cooperation between stakeholders who are using services centralized within the PCS in order to achieve goals of excellence, provide internal education to users of the system, be dedicated to achieving goals of technical excellence and unification of common security language present by all port community stakeholders.

It would be very hard to imagine such a system being operational without adhering to rules of a certain professional certification. In one such example, the one of Rijeka Port Authority, it has been noted that most appropriate system for standardization of information security practices would be ISO standard 27001. Such ISO standard provides a robust framework able to accommodate organization’s needs for evaluation and improvement of information security. However, it is interesting that ISO 27001 certification makes overall organization of integral security easier, outside pure information security area, because many controls of ISO 27001 also refer to physical security, omnipresent within port systems, security of human resource processes and include a vast number of controls dealing with application and systems development. Furthermore, initial phases of ISO 27001 certification call for thorough analysis of adopted practices and procedures and creation of detailed and elaborate risk analysis that might prove valuable during creation of disaster recovery and business continuity plans.

Moreover, PDCA (“plan-do-check-act) cycle is a cornerstone of ISO certification, and as such, can accommodate needs for constant evaluation, management review and improvement of constant changes that are represented by the changing port environment and inclusion of new stakeholders in the future.

Usage of consistent certification criteria enables integration of often overlooked need for organizational security along with technical security controls. Considering cross-cooperation within PCS, this enables clear articulation of security demands and goals that can be understood by all players involved in the port community arena. Furthermore, the cost associated with the mitigation of security risks can be clearly understood, and regardless of the different information and integral security language used inside various players, common criteria can be applied to all involved parties.

In line with the achieved level of integral security, usage of cross-entity and certifiable system of integral security can spill over its positive effects into other port business processes and extranet areas. Alignment with regulatory and legislative demands and accommodation of future needs is usually much easier within industry-standard certified, regularly updated and reviewed systems. However, this also refers to specific goals that might be set in a productive environment by the managing authority or stakeholders.

Finally, all stakeholders may use the certification system to determine effectiveness of existing activities of information security management and information security processing within their systems. Certification namely shows to internal and external auditors that the policies of information security have been completely adapted in a clear manner and demonstrates the level of achieved compliance on a practical level. Certification can be used to prove relevant information to concession holders, clients, partners, banks and insurance companies about the clear intention of the PCS to achieve goals of excellence in management of integral security. 

VII. INTEGRATED MODEL OF PORT COMMUNITY SECURITY
Summing up aforementioned concepts, it is clear that the integrated model of port community security (as shown in Fig. 2.) needs to follow these guidelines:
1. Respect the best practice principles 

2. Promote alignment with legislative requirements

3. Accommodate changes and seamless new stakeholder inclusion

4. Provide certifiable framework that can be implemented, tested and reviewed on a continuous basis

5. Be a top-level system that can easily propagate itself towards ICT systems contained within separate PCS stakeholders` business systems

6. Provide cost effective solution that can easily be accommodated by all included players 

7. Achieve goals of successful business continuity while internally promoting innovation
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Figure 2: Integral security model of Port Community Systems

The key question of integral security within the PCS is a question of environment management. In a complex system like the PCS, environment is both: a) the immediate environment of the PCS and b) stakeholders` environments that benefit from the usage of PCS services. Therefore, management of all possible risks that might emerge from the environment and proactive risk mitigation strategy are fundamental business functions of PCS.

Traditionally, the missing element to existing implemented models of PCS is a position at the top of the PCS managing entity that would be responsible for creation, influence and management of the strategy of integral security within PCS. Such function is usually dispersed inside stakeholders` systems with potentially conflicting and partial goals and vision of the security and is usually inadequately coordinated.

The actual position of such function – Integral Security Function (ISF) must be determined by the evaluation of current PCS governing entity’s organizational structure. It is recommended to entrust it to high levels of management in order to achieve synergy between management and operative entities. Relatively high position within organigram should serve as a signal of management’s commitment to the integral security goals. Moreover, it will also underline the scope of integral security that encompasses not only operative level, but also strategic responsibility. 
ISF encompasses a very broad spectrum of responsibilities whose common goal is to achieve synergy in integral security, with reliance on identified business process tiers. No model is written in stone; hence the inherent need for evaluation of the integrated security model and its alignment with business processes is present within different PCS and governing bodies. The biggest challenge in implementation would be the consensual agreement of all stakeholders to give up a part of their operative sovereignty to governing body in order to contribute to common goals of integrated PCS security.

The ISF execution can be entrusted either to a steering committee or a single instance, similar in role to corporate CSO (Chief Security Officer) function. The functioning of such instance should be attached to high levels of decision making within PCS governing body and executed through separate department or influence management principles.

VIII. CONCLUSION
Port community systems (PCS) are very complex systems that include many different stakeholders from commercial and government sector, non-governmental organizations and third-parties. Development of port community systems is nowadays inevitably connected with significant investments, in financing the implementation and ongoing operations. Often overlooked, neglected or marginally implemented function of PCS is information security which is only a part of overall security system of PCS whose goals can be achieved only synergistically, with participation of all stakeholders and under coordination of single top-level entity whose functioning should be entrusted to a specialized function that achieves goals of integral security – Integral Security Function (ISF). Through its proper utilization the specific goals of PCS are being achieved – support to port operations, efficient cost control, easy change management, disaster recovery, business continuity and integration into existing business blueprints of all included port function concession holders and other participants.
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